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1 Can you give the listeners some information on who you are and 

what you do? 
 

SoftGen is a value added distributor, our core competency lies in the area of cyber security 
consultancy and products, providing scalable solutions for SMEs to Enterprise, including both 
the public and private sectors. 
 
 
We have operated successfully in the Australian market since 1991, introducing quality 
technology solutions to our partners and customers, through our extensive network of 
partners and vendors. 
 
We believe that an effective cyber security program has to be proactive and not reactive and 
the best way to achieve this is for each organisation to understand the specific vulnerabilities 
that put their organisation at risk. 
 
Our consultancy services enable us to assist our customers to understand their Risk Profile 
and the measures necessary to secure and minimize risk to their digital assets. 
 
The solutions we offer are not complex to implement and are cost effective, but importantly 
they adhere to Best Practices and are in line with the Australian Governments Essential 8 
Mitigation Strategies.   
 
Due to our background in assisting our partners and their customers understand their Risk 
Profile, we began engaging with insurance companies and brokers back in early 2018 about 
how our Cyber Security Audits added value to both the Insurance Companies and Policy 
Holders in Identifying an individual company's risk and having an accurate way of measuring 
premiums.  

SoftGen is cognisant of the intricate connections of the end-to-end process required to 
complete Cyber Insurance. The link between the customer, their insurance broker, the 
broader underwriting platforms and reinsurance, all play a part in the process. We are also 
aware of the ill-defined lines between insurance, delivery, prevention services and 
remediation. 

We offer a third dimension to facilitate Cyber Insurance across the market assisting 
customers, brokers and underwriters with a clear service enabling each link in the chain to 
provide the optimum service, potentially reduce costs and enable an ongoing maintenance 
and protection to the end customer. 

SoftGen offers a number of alternative security services that can assist in identifying the 

most appropriate Cyber Security Insurance policy or premium, by providing an individual 

organisation with a documented Risk Posture. That posture can identify the most effective 

type of coverage whilst also reducing the cost of insurance.  
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2 What can you tell me about cyber insurance? 
 

The first thing that I can tell you is cyber insurance has become a very contentious issue, 

while it’s in high demand, it is not a silver bullet it’s a tool in a business arsenal to combat the 

fall-out of an attack, it doesn’t prevent an attack and insurance companies are increasingly 

seeing this as a tough business segment (profitability-wise).  

Is cyber insurance a stop-gap solution? The focus from both Insurers and policyholders is 

Ransomware and the issues surrounding payment: 

● Companies are willing to pay as they feel they have no alternatives. 

● Decision to pay is incredibly complicated  

● Paying Ransomware flags the company as an easy target for follow up 

attacks – up to 80% claim they have been subject to follow up attacks. 

● Because Ransomware payouts can be covered by insurance and seen as 

an easy way out does this encourage sloppy security habits. 

Law enforcement authorities around the world are calling for Ransomware payments to be 

made illegal and to mandate minimum Security Guidelines in a model akin to Airline Safety, 

companies not following guidelines being fined – The question is how feasible would this be? 

Why is it seen as a tough business? The evolution of ransomware has radically altered the 

landscape of cyber insurance, Ransomware now accounts for 75% of all cyber insurance 

claims which is jeopardising the profitability of the industry. 

 Many analysts maintain that cyber insurance is particularly difficult due to an absence of 

historical data that complicates the kind of risk forecasting the industry typically uses to set 

premiums. 

The industry is forecasting the following potential measures: 

● Increased premiums in the vicinity of 40% 

● Policies not covering Ransomware payouts  

● Coverage limits – maximum amount payouts 

● Thoroughly examining a prospective policy holders security controls 

 

Given the significant increases in the frequency and severity of ransomware attacks, 

insurers are continuing to seek increases in policy premiums, they are trying to mitigate their 

risks. 

If the ransomware crisis continues to get worse many more insurance companies could 

follow AXA lead and stop offering Extortion or Ransomware payouts as part of their Cyber 

Insurance offerings. 

The Federal government is currently considering legislation as part of the Cyber Security 

Strategies to make it mandatory for companies to declare Ransom payouts. 

Insurers are always going to look when underwriting a policy, like any other types of 

insurance, how businesses are mitigating their risk of exposure. 

NB The largest single Ransomware payout is $US40 million and Ransomware is now 

considered as a national security threat. 
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3 What are the main cyber threats that cyber insurance will 

protect business from? 
 

 Examples can include: 

● Business Interruption – during recovery period can include loss of net income 

● Cyber Extortion - Ransom payment (many insurance companies are reconsidering 

including this in future premiums 

● Regulatory Government or Industry Regulatory Investigation and Fines (for example 

PCCI) 

● Incident Response – recovery of data and forensic analysis  

● Legal Costs – litigation by customers or regulatory authorities  

● Notification and Monitoring Costs – covers expenses and costs incurred in relation to 

legally required or voluntary disclosure   

● General Administration costs – for example notification costs to customers 

● Data Damage – equipment replacement 

● Insurance companies often group these expenses together as Remediation Costs   

  

3 A. Who needs it? 
 

In my opinion Cyber Security is a business risk that needs to be handled similarly to any 

other business risk, therefore Cyber Insurance needs to be a component of a strong cyber 

security program. However having a Cyber Security Insurance policy does not prevent you 

being attacked, it simply helps pay some or maybe all the direct costs involved in recovery 

and getting the business back up and running. 

The best option is to understand and remediate your cyber threats. Once you understand 

your risk profile you can decide what level of cyber insurance is best for your business. 

The benefits of engaging an independent cyber security engineer, provides benefits to both 

the insurance company and the policyholder: 

  Insurers: 

a) An independent Security Audit/Assessment – provides a comprehensive 

assessment of a company’s Risk Posture. 

b) Establish premiums that are consistent with the Risk level 

c) Periodic testing to ensure that the Risk profile is either maintained or 

improved during the life of the policy – minimises the risk of a successful 

cyber-attack. 

                            Policy Holder: 

a) Improved Risk posture – vulnerabilities identified ,tested and remediated  

b) Reduced risk of a successful cyber attack 

c) Potential reduced premiums or other limitations, included in the terms 

and conditions.  

d) Avoid the non-financial impacts of a cyber-attack, for example Brand 

Damage  
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3 B. Why would you need it? 
 

As I have said Cyber Insurance is no different to any other business risk and therefore, it 

should be considered exactly the same as any other insurance policy, understanding your 

risk, your appetite for the level of risk versus the benefits of the insurance policy    
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4 What would a typical cyber insurance policy cover you for? 
 

The first thing to understand is that Cyber Insurance is a tailor made insurance offering  

comprehensive cover for liability and expenses a business may incur arising out of 

unauthorised use of, or unauthorised access to, physical and electronic data or software 

within an organisations computer network or business.  

Cyber insurance policies can also provide coverage for liability, costs and expenses arising 

from network outages, the spreading of a virus or malicious code, computer theft or 

extortion. 

Many insurance companies list the liabilities that they will cover in the following categories: 

● Typical/Standard items 

● Key Additional; Benefits  

● Optional Extensions 

I have tried to use more generic terms to explain the items, as classifications can vary from 

insurer to insurer. Insurance companies recommend that businesses engage an insurance 

broker to assist in navigating the complexities to ensure that they are achieving appropriate 

cover for the business. 

 

a) Extortion Claims/Ransomware payout 

b) Replacement of IT infrastructure  

c) Data Recovery 

d) Financial Losses - Net income that would have been earned and continuing 

normal operating expenses incurred including payroll as a result of the security 

breach. 

e) Brand Image Reputation Damage – recovery involved in rebuilding customer 

confidence  

f) Forensic analysis – how the breach occurred and the remediation 

g) Regulatory Costs – government and or industry regulators imposed penalties and 

re-certification  

h) Financial Losses - theft of digital assets and extortion 

i) Legal Expenses – legal advice and representation, could include coverage for 

key personnel 

j) Third Party – errors caused by authorised 3rd parties that have led to a security 

breach, i.e. contractors. 
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5 What, if any, are the exclusions? 
 

As with any other type of insurance, insurers look to minimise their risk. They will want to see 

that the business is mitigating its risk of exposure. 

What are the potential Exclusions – Typically? 

a) Does your policy include a waiting period? 

b) Excludes pre-existing security issues – known or unknown – existing Malware 

c) Extortion or Ransomware payouts? – a major issue for the insurance companies  

d) Lost revenue 

e) Damage to Brand/Reputational damage  

f) Regulatory Fines – imposed by government or industry 

g) Depending on the insurers assessment of your Security Safeguards the insurer may 

set maximum limits on the amount of payouts  

h) Allocation of payments is at the insurers discretion 

i) General insurance excluding – standard in all policies   

j) Time limits on Recovery periods 

 

Some major insurers have already announced that they will no longer be offering coverage 

for extortion payments in future policies (Ransomware) 
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6 How do you go about getting cyber insurance? 
 

 Are there any technology or business process prerequisites? 

 

Simply put, a Cyber Security insurance policy provides a company in exchange for a fee 

(premium), with a method to transfer/reduce some of the financial and legal risk to an 

insurer. 

 

As the rate of cyber crime continues to grow, many organisations are turning to cyber 

insurance as a method of transferring and reducing their financial and legal risk. 

However, if you don’t understand your risk profile, how do you know what your insurance 

policy will cover, or more importantly what won’t it cover?  

Each organisation has an IT infrastructure that is unique – no two installations are identical. 

Therefore, when you’re completing a Cyber Insurance questionnaire, about the security 

products you have installed, may not necessarily provide an accurate picture of your Risk 

Profile. 

Talk to your Broker about the benefits for your policy supported by an independent Cyber 

Security company conducting a Cyber Security Audit (SoftGen can provide) the report will 

provide evidence of your current Risk profile.  

Some insurance companies will offer the service, but you are better off having an 

independent assessment as this enables you to fix any critical/severe vulnerabilities and 

retest before presenting the report to the insurance company – you own the data that can 

also be used for historical comparisons. SoftGen reports list ALL vulnerabilities by severity 

and details on how to remediate each vulnerability. 

This will enable you to provide evidence on the status of your Risk Profile, plus an ability to 

monitor your security profile on a scheduled or continuous basis.  

Also, you will better understand the benefits and limitations of your Cyber Insurance policy 

and enable you to improve your defences against a possible cyber-attack. 
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7 Is there an assessment process? 
 

 

The assessment process can vary from Insurance Broker and Companies from the applicant 

completing a Proposal Application through to conducting an automated Cyber Audit along 

the lines that I have discussed earlier. 

 

The objective of the assessment is to determine a company’s existing cyber defence 

measure and their readiness to respond to an attack or attempted attack. 

 

Regardless of the process the assessment criteria focuses on the following areas; 

 

● What existing Internal Cyber Security and Risk Management Procedures and 

Policies are in place? 

 

● What cyber security tools are in place for example – Endpoint protection, 

Firewalls etc  

 

● Business Continuity Plans – Backups and archiving  

 

● Number of files and records stored 

 

● Number of staff – could include Security Awareness Programs 

 

● Does your company handle credit card payments – compliance with PCCI 

regulations 

 

● Industry and business activity – some industries attract high levels of attack 

for example Financial Services/Health care 

 

● Countries in which you operate? – High risk countries and regions 

 

● Any prior cyber insurance claims 
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8 Are there any common ways you’ve found to minimise the 

premium but to maximise your coverage?  For example, have 

antivirus installed, have patch management implemented, and 

have a comprehensive security assessment performed prior? 
 

Obviously insurance brokers and companies are going to be interested in how you deploy 

and use traditional security products and their status with regards to up to date patches and 

policy settings etc. 

Unfortunately we now understand that the traditional security solutions are no longer 100% 

effective due in some cases to aging technologies and the bad guys getting smarter, 

especially in the way they use social engineering to steal credentials, 80 % of successful 

breaches now being attributed to Human Error. 

 

Unfortunately there is no silver bullet we would suggest the following to minimise your risk of 

a successful attack and therefore hopefully reduce your premiums and at the same time 

minimise your risk of a successful attack 

 

1) Ensure you have a maintenance schedule in place to manage your traditional 

solutions – policy settings, patch management vendor upgrade’s etc. 

 

2) Security Awareness Training – make sure ALL employees and contractors are fully 

aware of cyber security issues 

 

3) Regular Cyber Security assessments or audits, provides reports and remediation 

details – can be ad hoc or scheduled. 

 

4) Real time monitoring system – Security Operations Centre - monitors 24x7, alerts 

and remediates on any unauthorised or suspicious activity – manned by qualified 

security analysts.  

 

The bad guys are always looking for easy targets and quickly move on if your installation 

looks well defended and would take time to gain access. 
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9  What is the viewpoint of insurance companies? 
 

a. Is this a cash cow for them or are they suffering due to the popularity of 

ransomware? No insurance companies are questioning the profitability of 

the sector. 

b. Are premiums predicted to go up or down – insurance premiums are 

increasing by up to 40% year on year 

c. Insurance companies are increasingly seeing this as a tough business 

segment 

 

 

Insurers are always going to look when underwriting a policy, like any other types of 

insurance, how businesses are mitigating their risk of exposure. 

Insurance companies understand that cyber criminals are getting smarter and they realise 

that the top end of town have become more sophisticated in their cyber security.  

They are therefore moving towards small to medium businesses because they are less 

sophisticated. Everyone running a business these days is using technology to do so, which 

automatically means that there is an exposure to a cyber-attack.  

 

The insurance industry has held high hopes for cyber insurance as a high growth and 

profitable business, but that premise is now deeply in question.  Here’s why: 

 

1) High level of payouts currently accessed as being 70% of premiums collected – 

impacting profitability. 

 

2) Lack of historical data - this complicates the kind of risk forecasting the industry 

typically uses to set premiums. The issue has become so severe that 7 major 

insurers recently formed a company CyberAcView to combine their data collection 

and analysis resources. 

 

3) The evolution of ransomware and related costs such as extortion payouts has 

radically altered the landscape of cyber insurance according to analysts inside and 

outside the industry 
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10   What about NOT getting cyber insurance? 
 

The question should really be what level of Insurance do I require? Or is Cyber Insurance a 

waste of money? 

As I stated previously, Cyber Security is no different from any other business risk, you need 

to understand the risks so you can decide on the level of risk acceptable to your business. 

 

We believe all organisations, regardless of size should consider the benefits of cyber 

insurance for their business, as part of the evaluation a business needs to understand their 

risk posture: 

● How vulnerable are they to a successful cyber-attack? 

● How effective are their current cyber safeguards and policies? 

● Do they have existing and undiscovered vulnerabilities that may be excluded 

from the policy – for example some malware has taken years to discover on 

a company’s network 

● What vulnerabilities can they remediate before the policy start date? 

● How can they maintain or improve their Risk Profile? 

● Do they need to have a policy to cover all their key digital assets or just their 

key digital assets? 

● What coverage do they need from a cyber security insurance premium? 
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11   Is there anything else you would like to add? 
 

We recommend to our partners and their customers that cyber Insurance should be a key 

part of their cyber security strategy and to be used as a fall back in case of a successful 

cyber breach. However, we also believe that all companies regardless of their size need to 

view the Insurance policy as part of a comprehensive security strategy/program. 

 

We also advocate conducting a Cyber Security Audit, as the results from the exercise can 

provide substantial value to both the policyholder and Insurer  

 

 Policyholder Benefits: 

 

● Establishes a company’s Risk Profile/Posture – identifies vulnerabilities, 

which ones can be exploited and how to remediate the vulnerabilities. 

● Vulnerability scanning can cover – all hardware, operating systems. 

applications and databases  

● Identifies all devices and users connected to your network both authorised 

and unauthorised  

● Identifies key digital assets and where they are located in the network 

● Regular scanning or real time monitoring 24x7 will maintain and improve your 

risk profile – reducing the risk of a successful cyber-attack. 

● Scans can be customised to scan all digital assets or selected assets  

 

Insurer Benefits: 

 

● Provides an authenticated report on the security status of the entire IT 

Infrastructure. 

● The report provides specific information about the security threats to that 

particulars site –     

 

Policy Holder Benefits: 

● Proactive identification of all IT Assets connected to the network including 
traditional and dynamic devices and, all activity that is both authorised and 
unauthorised. 

● Identifies unknown and unprotected devices that are connected or attempting 
to connect to the network. 

● Automated Scanning - enables organisations to decide the number of devices 
and frequency of scans. 

● Powerful internal and external network scans. 

● Prioritise Risk Based Remediation Plan, including priorities and fixes on 
“securing” your digital assets. 

● Cost Effective - Subscription pricing based on the number of IP addresses 
lowers the cost of processing and storage. 

● Assist with security regulatory – Reports provide assessment against industry 
standards such as PCI and HIPPAA.  
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