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Spam & Virus Filtering Multiple spam and virus detection engines, including 
3rd party and VIPRE proprietary technology. Included Included Included

SPF,DKIM & DMARC Ensuring industry best practices are followed, 
including SPF, DKIM and DMARC frameworks. Included Included Included

Impersonation Protection Internal domain spoofing protection to detect 
sophisticated phishing attacks using your own domains. Included Included Included

Signature-based Threat 
Detection

Instant and effective protection against known malware 
provided by multiple signature based engines. Included Included Included

Behavioural-based Threat 
Detection

Protection against zero-day threats utilising VIPRE’s 
global threat intelligence network and machine 

learning technology.
Included Included Included

Link Isolation

Unparalleled protection against malicious URLs through 
VIPRE’s proprietary DeepLink sandboxing technology, 

going deeper and providing more user insight than 
other providers.

Included Included Included

In-Built Phishing Education

In-the-moment Security Awareness Training for users 
that click on malicious links, providing training and

malicious website screenshots. Content provided by 
Inspired e-Learning.

Included Included Included

Attachment, Image & QR 
code

Inline cloud sandboxing utilising VIPRE’s Threat 
Analyzer technology and 30yrs of expertise in threat 

analysis & detection.
Included Included Included

Email Remediation
Clawback of malicious or nuisance emails through direct 
API Integration with Microsoft 365 to remove threats as 

they’re reported.
Included Included Included

Data-loss Prevention Fully customisable policies to detect and prevent 
malicious and accidental leakage of sensitive data. Included Included

Advanced Policies
Infinitely flexible and granular policy builder to enable 
administrators to customise email security levels and 

policies.
Included Included Included

Email Encryption
Closed-circuit outbound email encryption to protect 

sensitive data from email interception and
unauthorised mailbox access.

Included Included

Internal Email Scanning
Visibility and inspection of all internal emails through 

easy Microsoft 365 API enabled routing to allow threat 
scanning and policy enforcement.

Included Included

Inline / Monitor Mode

Options to scan emails ‘inline’, before delivery into 
the user’s mailbox to ensure threats don’t reach their 

destination, or in ‘Monitor’ mode to allow administrator 
intervention post-delivery.

Included Included

Business Email Compromise 
(BEC)

Protection against BEC, utilising proprietary VIPRE AI 
technology to identify malicious emails and detect 

compromised mailboxes, with no ‘learning’ time
providing protection on day 1.

Included Included

Advanced Social Engineering Advanced protection against social engineering attacks, 
using VIPRE’s powerful generative AI engines. Included Included

AI Attack protection
Protection against modern AI generated attacks that 

use LLMs to generate sophisticated and realistic 
phishing emails.

Included Included

Intent Matching Detects fraud by analyzing sender’s intent, urgency, 
confidentiality, and other common characteristics. Included Included

Semantic Similarity Matching Catches nuanced email impersonations with AI using 
real-world semantic comparisons. Included Included
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90 Day Message Logs 90 day retention of all emails, allowing administrators to 
easily find and take action on emails. Included Included Included

90 Day Email Replay Ability to instantly replay emails directly to 
recipient’s inboxes. Included Included

90 Day Always-on Email 
Continuity

End-user access to VIPRE webmail service providing 
crucial business continuity in the event of email 

disruption.
Included Included

Outbound Routing Flexible outbound email routing and relay options. Included Included

Large Message Handling
Cloud storage for large attachments to protect mailbox 

limits, ensure emails get delivered and users are able to 
retrieve data.

Included Included

Remote Browser Isolation

Administrator access to VIPRE’s remote browser tool
for risk-free inspection of suspicious and unknown 

websites, reducing investigation time and increasing 
confidence.

Included Included Included

Email Threat Analytics Drill-down visibility into email threats and policy 
breaches for investigation and root-cause identification. Included Included Included

Quarantine Reporting
90 day retention of quarantined emails with fully 
customisable end user reporting and quarantine 

management options.
Included Included Included

Administrator tools and usability features
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About VIPRE  
VIPRE is a leading provider of internet security solutions purpose-built to protect businesses, 

solution providers, and home users from costly and malicious cyber threats. 

Our award-winning software portfolio includes comprehensive endpoint, email and web security, plus threat 
intelligence for real-time malware analysis, delivering unmatched protection against today’s most aggressive 

online threats.

Part of Ziff Davis Group:

VIPRE Portfolio:            Email Security            Endpoint (EDR & MDR)            SAT            SafeSend

Additional Email Security Options:

VIPRE Email Archiving
A secure remote and tamperproof email archive, providing 
easy search and retrieve capability to meet your compliance 
and audit requirements, support your legal disputes and 
enable effective mailbox management.

VIPRE SafeSend
Prevent accidental data leaks and boost data loss awareness 

by prompting users to confirm recipients, attachments 
and potentially sensitive data before sending.

Security Awareness Training, provided by 
Inspired eLearning
Build a positive security culture and manage human 
risk through recurring and engaging bite-sized 
educational content and tailored phishing simulations




